
Plenary Session 1: Overview of the Data  
Privacy Act of 2012 and the General 

Data Protection Regulation 
(GDPR) 



Why Data Privacy & Protection? 





https://images.dazeinfo.com/wp-content/uploads/2017/06/worlds-most-
valuable-brands-2017-vs-2012-forbes.jpg 
 



DISRUPTION 
the displacement of established 
technology by being replaced with 
a new one  



https://
www.esecurityplanet.com/
network-security/avid-life-
media-ceo-resigns-following-
data-breach.html 

https://www.npr.org/
2017/09/26/553799200/equifax-
ceo-richard-smith-resigns-after-
backlash-over-massive-data-
breach 









https://timeline.com/how-the-
first-mass-market-camera-led-
to-the-right-to-privacy-and-roe-
v-wade-4fb4cd87df7a 



R I G H T  T O  P R I V A C Y  

“the right to be let alone - the 

most comprehensive of rights 

and the right most valued by 

civilized men” 
 

[Brandeis J, dissenting in Olmstead v.  
United States, 277 U.S. 438 (1928)].  







OBLIGATIONS OF A PERSONAL 
INFORMATION CONTROLLER 

The PIC should 
collect personal 
information only for 
specified and 
legitimate purposes 

The PIC should 
process personal 
information fairly 
and lawfully. 

The PIC should 
process accurate, 
relevant and up to 
date personal 
information. 

The PIC should 
collect and process 
personal 
information 
adequately and not 
excessively. 

The PIC should 
retain personal 
information only for 
as long as 
necessary 

The PIC must  
implement reasonable 
organizational, 
physical, technical 
security measures to 
protect personal 
data. 



               RIGHTS OF A DATA SUBJECT 

 -The right to be informed 
 -The right to object 
 -The right to access (their information) 
 -The right to correct/rectify (their data) 
 -The right to block/remove 
 -The right to data portability 
 -The right to file a complaint 
 -The right to be indemnified (for damages) 



DISCRIMINATION 
People are discriminated because of 
their race, color or ethnic origin  

Stigmatization 



https://www.philstar.com/nation/
2008/09/06/398622/canister-
scandal-90-day-suspension-2-docs-
nurse-ends 









http://money.cnn.com/2015/09/08/technology/ashley-
madison-suicide/index.html 

Loss of 
Reputation 



Unfair Decision-Making 

Personal information such as marital 
status, religious or political affiliations 
affects the decision-making of companies in 
various cases.  

In employment, some 
experience difficulties in 
getting hired while 
others are unfairly 
dismissed. 

Based on Profiling 



https://
hrdailyadvisor.blr.
com/2017/06/29/
hiring-70-
employers-use-
social-media-
screen-
candidates/ 

https://www.archbright.com/post/study-shows-
number-of-employers-using-social-media-to-
screen-candidates-at-all-time-high 



http://news.abs-cbn.com/trending/07/27/16/top-gear-sorry-for-identifying-wrong-suspect-in-road-rage 

Loss of Autonomy 







“We didn’t take a broad enough view 
of our responsibility, and that was a 
big mistake. It was my mistake, and 

I’m sorry.” 



ROOT CAUSES OF BREACH 

47% 

29% 

24% 

Malicious or 
criminal 
attack 
System 
Glitch 

Human Error 

Ponemon Institute LLC, 2015 Cost of Data Breach Study: Global Analysis, May 2015, p. 10. 



•  lost or stolen laptops, removable storage devices, or 
paper records containing personal information 

 
•  hard disk drives and other digital storage media 

(integrated in other devices, for example, multifunction 
printers, or otherwise) being disposed of or returned to 
equipment lessors without the contents first being 
erased 

 
•  databases containing personal information being 

‘hacked’ into or otherwise illegally accessed by 
individuals outside of the agency or organization 

Office of the Australian Information Commissioner, Data breach notification guide: A guide to handling 
personal information security breaches, August 2014, p. 5. 

ROOT CAUSES OF BREACH 



•  employees accessing or disclosing personal information 
outside the requirements or authorization of their 
employment 

•  paper records stolen from insecure recycling or garbage 
bins 

•  an agency or organization mistakenly providing personal 
information to the wrong person, for example by sending 
details out to the wrong address, and 

•  an individual deceiving an agency or organization into 
improperly releasing the personal information of another 
person. 

Office of the Australian Information Commissioner, Data breach notification guide: A guide to handling 
personal information security breaches, August 2014, p. 5. 

ROOT CAUSES OF BREACH 



THE FIVE PILLARS OF COMPLIANCE 



Appointing a DPO is the first step. You cannot register 
with the NPC if you do not have a DPO. 

DID YOU APPOINT A 
DATA PROTECTION 

OFFICER? 



HUMAN RESOURCE 

MARKETING 

LEGAL 

IT 

FINANCE 

PROCUREMENT 

BUILDING PRIVACY 
RESILIENCE IN YOUR 

COMPANY 



Human Resources 

HUMAN RESOURCE 

MARKETING 

LEGAL 

IT 

FINANCE 

PROCUREMENT 



Human  
Resources 

Do your forms reflect 
the purposes for which 
you collect personal 
data? 

Determine if there is truly 
a need to collect all that 
personal data. 

It is important that employees, 
receive training on data 
privacy, especially those at the 
frontlines of processing 
personal data 



Legal 

HUMAN RESOURCE 

MARKETING 

LEGAL 

IT 

FINANCE 

PROCUREMENT 



Legal 

Check if your legal 
counsels are fully 
aware of the rights of 
the data subject.  
Does the company have a 
privacy management program 
in place, and if so, is it 
compliant with existing laws 
and regulations?  
Is there an avenue in which 
data subjects can air out their 
concerns? 



Marketing 

HUMAN RESOURCE 

MARKETING 

LEGAL 

IT 

FINANCE 

PROCUREMENT 



Marketing 
Employees should be aware 
if consent has been obtained 
from the data subjects for 
the processing of their 
personal data 

Cite the purposes for which 
the personal data is being 
used by your company. 



Prescribed Information to be supplied 

1.  Description/Categories of personal data to be processed 
2.  Purpose of the Processing and the legal basis for the processing 
3.  The legitimate interests of the controller or third party 
4.  Whether the collection of personal data forms part of a statutory 

or contractual obligation 
5.  Scope and method of the personal information processing 
6.  Any recipient or categories of recipients of personal data 
7.  The existence of automated decision making, including profiling 

and information about how decisions are made… 
8.  Identity and contact details of the PIC/P & representative 
9.  Retention period or criteria used to determine such 
10.  The existence of Data Subjects Rights 
11.  The right to lodge a complaint with supervisory authority 
12.  The right to withdraw consent 
13.  The source of personal data 

Section 16 
 

(b) (1) 
(b) (2) 

 
(b) (2) 
(b) (2) 

 
(b) (3) 
(b) (4) 
(b) (5) 

 
(b) (6) 
(b) (7) 
(b) (8) 
(b) (8) 

   (d)    
(c) (2) 



Finance 

HUMAN RESOURCE 

MARKETING 
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IT 
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Finance This department handles some 
of the most sensitive personal 

information: 
 

 Employees must have  
proper training on data privacy, 

including consequences of  
not handling  

personal data  
with the proper  

care and diligence 



IT 
HUMAN RESOURCE 

MARKETING 

LEGAL 

IT 

FINANCE 

PROCUREMENT 



1.  Safeguards to protect computer networks against accidental, 

unlawful or unauthorized usage or interference 

2.  Security policy with respect to processing of personal information 

3.  Vulnerability assessments of computer networks, including 

processes for preventive, corrective and mitigating action 

4.  Regular monitoring for security breaches 

5.  Confidentiality measures covering personnel involved in personal 

information processing 

6.  Due notification of data breaches in accordance with guidelines of 

the Commission 

Data Security Measures 
Section 20 of the DPA 



Procurement 

HUMAN RESOURCE 

MARKETING 

LEGAL 

IT 

FINANCE 

PROCUREMENT 



ACCOUNTABILITY 
proven trust 


